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1 Introduction 

Preamble: The term Certificate Authority = CA is used for two different meanings: 

 The organisation, which is responsible for operating trustworthiness services; 

 The technical entity for issuing and revocation of electronic certificates. 

The following definitions are made to differentiate both meanings: 

 If the organisation is meant then the term "Atos TrustedRoot CA" is used; 

 If the technical entity is meant then the full entity name "Atos TrustedRoot <Entity> 
CA" is used, e.g. "Atos TrustedRoot Root CA". 

The Atos Trustcenter operates the Atos TrustedRoot CA and further trust services. This CPS 
document refers only to Atos TrustedRoot CA services. 

1.1 Overview 

The Atos TrustedRoot CA operates certification services for issuing and managing publicly-
trusted certificates. The goal is issuing of publicly-trusted certificates. In detail the Atos 
TrustedRoot CA operates the following certification services: 

 Atos TrustedRoot Root CA service issuing 
- sub-ca certificates and  
- ocsp certificates; 

 Atos TrustedRoot Client CA services issuing 
- end entity certificates for authentication, encryption and/or secure e-mail and 
- ocsp certificates; 

 Atos TrustedRoot Server CA services issuing 
- server certificates for TLS and 
- ocsp certificates; 

 Atos TrustedRoot CodeSign CA services issuing 
- end entity certificates for code signing and 
- ocsp certificates; 

 Atos TrustedRoot TimeStamp CA services issuing 
- timestamping certificates and 
- ocsp certificates. 

 

Figure 1 System Certificate Services 

The certificate of Atos TrustedRoot Root CA service is the trust anchor for the complete 
TrustedRoot certificate hierarchy in the Atos TrustedRoot CA. 
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This policy document comprises the certificate policy and the certification practise statements 
for issuing TrustedRoot system certificates (CA and OCSP certificates) issued by Atos 
TrustedRoot Root CA as well as for issuing TrustedRoot system certificates (OCSP 
certificates) issued by Atos TrustedRoot subordinated Issuing CAs. 

The Atos TrustedRoot CA system certificates are issued following the policy NCP (see [5]). 

This policy document is structured according to RFC 3647 (see [1]). 

1.2 Document Name and Identification 

Document Name Certification Practise Statements  of Atos TrustedRoot Root CA 

Document Version 02.00.00 

 

The following Policy OIDs are administrated by Atos TrustedRoot CA: 

Atos TrustedRoot ID atos-trustedroot-id = 1.3.6.1.4.1.6189.5.1 

iso(1) identified-organization(3) dod(6) internet(1) private(4) 
enterprise(1) atos(6189) trustcenter(5) trusted-root(1) 

Atos TrustedRoot 
Root CA Policy 

atos-trustedroot-cps-rootca-id = 1.3.6.1.4.1.6189.5.1.1.1.4 
atos-trustedroot-id policy-identifiers(1) cps(1) root-ca(4) 

Atos TrustedRoot 
Client CA Policy 

atos-trustedroot-cps-clientca-id = 1.3.6.1.4.1.6189.5.1.1.1.1 
atos-trustedroot-id policy-identifiers(1) cps(1) client-ca(1) 

Atos TrustedRoot 
Client CA MB Policy 

atos-trustedroot-cps-mailboxca-id = 1.3.6.1.4.1.6189.5.1.1.1.1.1 
atos-trustedroot-id policy-identifiers(1) cps(1) client-ca(1) mailbox(1) 

Atos TrustedRoot 
CodeSign CA Policy 

atos-trustedroot-cps-codesignca-id = 1.3.6.1.4.1.6189.5.1.1.1.2 
atos-trustedroot-id policy-identifiers(1) cps(1) codesign-ca(2) 

Atos TrustedRoot 
Server CA Policy 

atos-trustedroot-cps-serverca-id = 1.3.6.1.4.1.6189.5.1.1.1.3 
atos-trustedroot-id policy-identifiers(1) cps(1) server-ca(3) 

Atos TrustedRoot 
TimeStamp CA Policy 

atos-trustedroot-cps-timestampca-id = 1.3.6.1.4.1.6189.5.1.1.1.5 
atos-trustedroot-id policy-identifiers(1) cps(1) timestamp-ca(5) 

 

The document history can be found in section 11.1. 

This document considers the relevant ETSI and CABF requirements: 

 ETSI EN 319 401: Electronic Signatures and Infrastructures (ESI); General Policy 
Requirements for Trust Service Providers [4]; 

 ETSI EN 319 411-1: Electronic Signatures and Infrastructures (ESI); Policy and 
security requirements for Trust Service Providers issuing certificates; Part 1: General 
requirements [5]; 

 CA/Browser Forum Baseline Requirements for the Issuance and Management of 
Publicly-Trusted Certificates [6]. 

The standard ETSI EN 319 401 defines general requirements for a trust service provider 
(TSP). A TSP for certification services has to consider the requirements in standard ETSI EN 
319 411-1. A TSP issuing publicly-trusted certificates for webserver has in addition to 
consider the requirements in CABF baseline requirements. 
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1.3 PKI Participants 

1.3.1 Certificate Authorities 

The Atos TrustedRoot CA operates all certification services of the Atos TrustedRoot 
hierarchy. This includes: 

 Atos TrustedRoot Root CAs; 

 Atos TrustedRoot Client CAs; 

 Atos TrustedRoot Server CAs; 

 Atos TrustedRoot CodeSign CAs; 

 Atos TrustedRoot TimeStamp CAs 

Of sequent generations. 

The purpose of the Atos TrustedRoot Root CA is to issue CA certificates for itself and for all 
subordinated issuing CAs. In addition, this CA issues the OCSP certificates for its own OCSP 
responder. 

The purpose of the Atos TrustedRoot Client CA is to issue end entity certificates for client 
authentication, encryption and secure e-mail. In addition, this CA issues the OCSP 
certificates for its own OCSP responder. 

The purpose of the Atos TrustedRoot Server CA is to issue end entity certificates for TLS 
server applications. In addition, this CA issues the OCSP certificates for its own OCSP 
responder service. 

The purpose of the Atos TrustedRoot CodeSign CA is to issue end entity certificates for code 
signing. In addition, this CA issues the OCSP certificates for its own OCSP responder. 

The purpose of the Atos TrustedRoot TimeStamp CA is to issue end entity certificates for 
time stamping. In addition, this CA issues the OCSP certificates for its own OCSP responder. 

1.3.2 Registration Authorities 

The registration authorities perform the identification and authentication of end entity 
certificate applicants. Subordinate organizations within or a dedicated group of authorized 
employees of an external organization can act as a RA. 

In the case of issuing CA and OCSP certificates the Atos TrustedRoot CA acts as the 
registration authority to identify and authenticate the appropriate certificate holder 
(subscriber). 

1.3.3 Subscriber 

The Atos TrustedRoot CA issues CA and OCSP certificates (system certificates) to natural 
person as certificate holder (subscriber). Nevertheless, the certificate subjectDN includes 
only the legal entity which operates the trust services. 

The Atos TrustedRoot CA Service Manager is the subscriber of: 

 CA certificate of Atos TrustedRoot Root CA service, 

 CA certificates of subordinated Atos TrustedRoot Issuing CA services. 

 OCSP certificates of Atos TrustedRoot OCSP responder (for Root and Issuing CAs). 

1.3.4 Relying Parties 

The relying parties comprise all persons and systems, who or which rely on the 
trustworthiness of issued certificates and therefore have to check the status of the issued 
certificates. Relying parties include amongst others: 
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 Certificate holder, 

 Business partner who are using the issued certificates in business processes. 

1.3.5 Other Parties 

The key ceremony for Atos TrustedRoot Root CA service is supervised by an external 
independent auditor. This person is physically present in the case of generating a new key 
and certificate for the Atos TrustedRoot Root CA service. This persons confirms in the key 
ceremony and certificate issuance protocol the correctness of the process. 

1.4 Certificate Usage 

1.4.1 Permitted Use of Certificates 

The system certificates issued by Atos TrustedRoot Root CA service may be used for: 

 CA certificate for Atos TrustedRoot Root CA service, 

 CA certificate for subordinated Atos TrustedRoot Issuing CA services, 

 OCSP certificates for Atos TrustedRoot Root OCSP responder. 

The system certificates issued by Atos TrustedRoot Issuing CA services may be used for: 

 OCSP certificates for its own OCSP responder. 

1.4.2 Forbidden Use of Certificates 

The usage of system certificates is limited to the statements in section 1.4.1. It is not allowed 
to use these certificates for other purposes. 

1.5 Policy Administration 

1.5.1 Responsibility for the Document 

The Atos TrustedRoot CA Service Manager is responsible to maintain this policy document. 

1.5.2 Contact Address 

Please use the following contact, if there are questions and/or comments to this policy 
document: 

Postal Address: Atos Information Technology GmbH 
Atos Trustcenter 
Lohberg 10 
49716 Meppen 
Germany 

Web URL: https://pki.atos.net/trustcenter/en 

E-Mail address gmde-trustcenter@atos.net 

 

To report problems, service outages, private key compromise, potential certificate misuse, or 
other types of fraud or inappropriate conduct, or any other matter related to certificates the 
Trustcenter can be contacted 24x7 via contact formula on the web page 
(https://pki.atos.net/trustcenter/en/contact/trustcenter). Choose “Report problem” under the 
field “Topic”. In the field “Message” a detailed description of the problem should be provided. 
At least the common name, certificate serial number and issuer of a certificate should be 
given. 

This document will be published according to section 2.2 after formal approval. 

mailto:aotrustedca@atosorigin.com


ATC TR 
Atos Trustcenter 

CPS Atos TrustedRoot Root CA 

Page  8 of 51 
Version:  02.00.00 
Release:14.01.2020 

  

 Classification: Public  
 

1.5.3 Compatibility of CPS with the Policy 

The policy requirements and the guidelines for practice statements are reviewed and 
approved by the Atos TrustedRoot CA. The Atos TrustedRoot CA Service Manager is 
responsible for the review and the approval of this document. 

1.5.4 CPS Approval Procedures 

As outlined in section 1.1 the Atos TrustedRoot CA services covered by this document follow 
the appropriate ETSI standards. The document on hand is the certification policy statement 
(CPS) describing the practices and procedures. 

The conformance of the present policy with the ETSI requirements is documented in every 
section of this document. 

The obligations of all external organizations supporting the Atos TrustedRoot CA services 
including the applicable policies and practices are identified in section 9.6. 

This CPS is made available to subscribers and relying parties together with other relevant 
documentation according to section 2.2.  

Other relevant documentation are  

(1) General Terms and Conditions for Services of Atos SE,  

(2) Privacy Declaration of Atos SE and  

(3) Atos (TrustedRoot) Subscriber Agreement. 

Intended changes of the CPS are announced and the revised document is published after 
the appropriate approval is made. The Atos TrustedRoot CA has a high level management 
body with final authority and responsibility for approving the certification practice statement. 
The approval process is repeated with every further change of the CPS. 

The Service Manager of the Atos TrustedRoot CA is responsible for ensuring that the 
certification practices established to meet the applicable requirements specified in the 
present document are properly implemented.  

The Atos TrustedRoot CA defines a review process for certification practices including 
responsibilities for maintaining the certification practice statement. 

1.6 Definitions and Acronyms 

Terms, abbreviations and references are defined in section 10. 
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2 Publication and Repository Responsibilities 

2.1 Repositories 

The Atos TrustedRoot CA publishes issued CA certificates and the appropriate CRLs in 
repositories. The repository maintains an OCSP Responder service and LDAP/HTTP 
directory service. 

2.1.1 Directory Service 

The Atos TrustedRoot CA publishes: 

 CA certificates issued by the Atos TrustedRoot Root CA and  

 CRLs issued by Atos TrustedRoot CA services (Root CA and Issuing CA).  

CA certificates are published to a HTTP directory service. The CA certificates can be 
downloaded from the repository via HTTP from the internet. The HTTP-URL for downloading 
of the issuer certificate is included in the extension "Authority Information Access (AIA)" of 
the issued certificates. 

CRLs are published to a HTTP and to a LDAP directory services. The published CRLs can 
be downloaded from the repository via HTTP or LDAP from the internet. The URLs for 
downloading of the CRL are included in the extension "CRL Distribution Point (CDP)" of the 
issued certificates. 

The directory services are publicly available 24 hours per day, 7 days per week. Upon 
system failure, service or other factors which are not under the control of Atos TrustedRoot 
CA, the Atos TrustedRoot CA applies best endeavours to ensure that this service is not 
unavailable for longer than 1 working day. 

2.1.2 OCSP Responder Service 

The status of issued CA certificates can be requested from the Atos TrustedRoot OCSP 
responder service. There is one common OCSP responder service for all Atos TrustedRoot 
CA services. Each Atos TrustedRoot CA service issues its own OCSP certificate for signing 
of OCSP responses. If the certificate status is requested of a certificate issued by a certain 
issuer, then the OCSP response will be signed with a private key which belongs to an OCSP 
certificate signed by the same issuer (Authorized OCSP according to RFC 6960 [3]). 

The OCSP response can include the following certificate status: "Good", "Revoked" or 
"Unknown". The appropriate URL of the OCSP responder service is included in the extension 
"Authority Information Access (AIA)" of the issued certificates. 

In case of errors, the OCSP responder returns an error message. The response 
"unauthorized" is returned in cases where the server is not capable of responding 
authoritatively (certificate issuer is unknown). 

The OCSP responder service provides OCSP responses for the status of certificates issued 
by all Atos TrustedRoot CA certification services. In the case of termination of the operation 
of Atos TrustedRoot CA services, the certificate revocation information will be provided only 
in form of final certificate revocation lists (CRL). 

The OCSP responder service is publicly available 24 hours per day, 7 days per week. Upon 
system failure or other factors, which are not under the control of Atos TrustedRoot CA, the 
Atos TrustedRoot CA applies best endeavours to ensure that this service is not unavailable 
for longer than 1 working day. 
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2.2 Publication of Information 

The Atos TrustedRoot CA publishes the relevant documentation on its publicly available web 
site. The documentation includes: 

(1) General Terms and Conditions for Services of Atos SE,  

(2) Privacy Declaration of Atos SE, 

(3) Atos Subscriber Agreement and 

(4) This CPS document. 

The CPS document includes the relevant clauses for the certificate policy (CP). There is no 
extra document available including the CP requirements. The web site of Atos TrustedRoot 
CA is publicly available 24 hours per day, 7 days per week. 

2.3 Publication Frequency 

The time and frequency of the publication depends on the type of information. The next table 
gives an overview about the relevant information: 

Table 1: Published Information 

Information Frequency of 
issuance 

Time of  
publication 

Target of 
publication 

Atos TrustedRoot 
Root CA Certificate 

Min. once every 20 
years 

Within 7 days after 
issuing of the 
certificate 

 HTTP directory 

 CCADB directory 1 

Atos TrustedRoot 
Root CA CRL 

At least every 12 
month 

After generation of 
the CRL 

 HTTP directory 

 LDAP directory 

Atos TrustedRoot 
Issuing CA(s) 
Certificate 

Min. once every 7 
years 

Within 7 days after 
issuing of the 
certificate(s) 

 HTTP directory 

 CCADB directory 

Atos TrustedRoot 
Issuing CA CRL 

At least every 24 
hours 

After generation of 
the CRL 

 HTTP directory 

 LDAP directory 

General Terms and 
Conditions for 
Services of Atos SE 

Update if required After document 
approval by Atos 

 Atos TC web site 

Privacy Declaration 
of Atos SE 

Update if required After document 
approval by Atos 

 Atos TC web site 

Atos Subscriber 
Agreement 

Update if required After document 
approval by Atos 
TrustedRoot CA 
Service Manager 

 Atos TC web site 

Document CPS Update yearly After document 
approval by Atos 
TrustedRoot CA 
Service Manager 

 Atos TC web site 

                                                
1
 CCADB = Common CA Database is used by CABF members to publish publicly trusted CA 

certificates.  
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2.4 Repository Access Controls 

The access to the repositories is limited by appropriate access controls. The next table gives 
an overview about the access controls in place: 

Table 2: Access Controls for the Repositories 

Publication system Access for Access by Access control 

Web site of Atos 
TrustedRoot CA 

Create 
Change 
Delete 

Web-Admin User Authentication 

Read Unrestricted Anonymous 

HTTP Directory Service Create 
Change 
Delete 

Certificate 
Management System 

User Authentication 

Read Unrestricted Anonymous 

LDAP Directory Service Create 
Change 
Delete 

Certificate 
Management System 

User Authentication 

Read Unrestricted Anonymous 

OCSP Responder Service Create 
Change 
Delete 

Certificate 
Management System 

User Authentication 

OCSP request Unrestricted Anonymous 
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3 Identification and Authentication 

This chapter describes identification and authentication of the subscriber of the CA and 
OCSP certificates. 

3.1 Naming 

3.1.1 Type of Names 

The system certificates issued by Atos TrustedRoot CAs include the following attributes in 
issuer and subject name: 

 Mandatory: Common Name (CN), 

 Optional: Organization Identifier (OI), 

 Mandatory: Organization (O), 

 Mandatory: Country (C). 

The attribute CN assigns a user friendly name to every certificate.  

The next tables give an overview about the used names for Atos TrustedRoot system 
certificates. 

Table 3: Names for Atos TrustedRoot CAs 

Subject Subject Name 

Atos TrustedRoot  
Root CA 

CN=Atos TrustedRoot Root CA <JJJJ> 
O=Atos 
C=DE 

Atos TrustedRoot  
Client CA 

CN=Atos TrustedRoot Client CA [for <CUSTOMER>] <JJJJ> 
O=Atos 
C=DE 

Atos TrustedRoot  
Server CA 

CN=Atos TrustedRoot Server CA <JJJJ> 
O=Atos 
C=DE 

Atos TrustedRoot  
CodeSign CA 
 

CN=Atos TrustedRoot CodeSign CA <JJJJ> 
O=Atos 
C=DE 

Atos TrustedRoot  
TimeStamp CA 

CN=Atos TrustedRoot TimeStamp CA <JJJJ> 
O=Atos 
C=DE 

 

Table 4: Names for OCSP certificates 

Subject Subject Name 

Atos TrustedRoot  
Root OCSP 

CN=Atos TrustedRoot Root OCSP <JJJJ> 
O=Atos 
C=DE 

Atos TrustedRoot  
Client OCSP 

CN=Atos TrustedRoot Client OCSP [<CUSTOMER>] <JJJJ> 
O=Atos 
C=DE 

 
 

 

Atos TrustedRoot  CN=Atos TrustedRoot Server OCSP <JJJJ> 
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Subject Subject Name 

Server OCSP O=Atos 
C=DE 

Atos TrustedRoot  
CodeSign OCSP 
 

CN=Atos TrustedRoot CodeSign OCSP <JJJJ> 
O=Atos 
C=DE 

Atos TrustedRoot  
TimeStamp OCSP 

CN=Atos TrustedRoot TimeStamp OCSP <JJJJ> 
O=Atos 
C=DE 

 

Remarks to notation: 

Data in angle brackets <…> are placeholder. 

Data in square brackets […] are optional. 

 

Table 5: Explanation of placeholder 

Placeholder Explanation Range (examples) 

<JJJJ> Year of creation 2017, 2018, … 

<CUSTOMER> Client CA services are setup generic and for 
special customers in parallel 

WorldLine, Primetals, … 

 

3.1.2 Need for Meaningful Names 

The attribute "Common Name" gives each system certificate a meaningful name. 

3.1.3 Anonymity or Pseudonyms of Subscribers 

The Atos TrustedRoot system certificates (CA/OCSP certificates) are issued to legal 
persons. The certificates do not include pseudonyms or other attributes for anonymization. 

3.1.4 Rules for Interpreting of different Name Forms 

Not relevant. 

3.1.5 Uniqueness of Names 

The used names are unique by definition.  

3.1.6 Recognition, authentication, and the role of trademarks 

No stipulation. 

3.2 Initial Identity Validation 

3.2.1 Prove of possession of the private key 

CA private keys are generated on Hardware Security Modules in the protected environment 
of the Atos Trustcenter.  

OCSP responder private keys are generated in software on the OCSP responder server.  

 

For Atos TrustedRoot Root CA service: The proof of possession of the private CA key is 
implicitly checked by the certificate management system (CMS). The CMS has access to the 
generated key pair and generates the certificate. 
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For Atos TrustedRoot Issuing CA services: The proof of possession of private Issuing CA 
keys is explicitly checked by the certificate management system. The CMS gets the 
certificate signing requests in form of PKCS#10 request files, which are signed with the 
appropriate private key. The CMS checks the signature of the PKCS#10 requests to prove 
the possession of the private key. 

For Atos TrustedRoot OCSP responder services: The proof of possession of private OCSP 
keys is explicitly checked by the certificate management system. The CMS gets the 
certificate signing requests in form of PKCS#10 request files, which are signed with the 
appropriate private key. The CMS checks the signature of the PKCS#10 requests to prove 
the possession of the private key. 

3.2.2 Identification and authentication of organizations 

The organization of Atos TrustedRoot CA certificates is always "Atos", the organization Atos 
TrustedRoot CA belongs to. It is not allowed to issue Atos TrustedRoot CA system 
certificates to another organization. 

3.2.3 Identification and authentication of individuals 

As defined in section 1.3.3 the following person are acting as subscriber for Atos 
TrustedRoot CA system certificates: 

 The Atos TrustedRoot CA Service Manager is the subscriber of CA certificates, 

 The Atos TrustedRoot CA Service Manager is the subscriber of OCSP certificates. 

As defined in section 1.3.5 an external auditor shall supervise the key ceremony for Atos 
TrustedRoot Root CA service. 

In addition the Atos Trustcenter Manager could supervise the key ceremony for Atos 
TrustedRoot Root CA service. 

The subscriber will be authenticated based on their corporate identity card. The auditor will 
be authenticated based on their national identity card or passport. The key ceremony 
protocol contains amongst others the following data of the subscriber and auditor: 

 Name, surname(s), 

 Type and number of the identity document, 

 For auditors: validity of the identity document. 

Atos TrustedRoot records for all CAs the information necessary to verify the subscriber's 
identity and, if applicable, any specific attributes of the subscriber, including any reference to 
the identity document used for identification. 

3.2.4 Non-verified subscriber information 

Not relevant. 

3.2.5 Verification of authority 

The certificate subscriber get the authorization for holding Atos TrustedRoot CA system 
certificates through the role description of the Atos Trustcenter. The Atos Trustcenter 
Manager or his deputies will perform the verification of authorization of the certificate 
subscriber as part of the key ceremony.  

3.2.6 Criteria for interoperability 

No stipulation. 
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3.3 Identification and Authentication for Renewal Requests 

The identity validation for renewal of system certificates will be processed in the same way 
like for initial system certificate issuance. 

3.4 Identification and Authentication for Revocation Request 

Revocation requests must be authenticated and will be checked to be from an authorized 
source. The allowed requestors are defined in section 4.9.2. 

The person who requests for certificate revocation will be authenticated based on their 
corporate identity card. The certificate revocation protocol contains amongst others the 
following data of the requestor: 

 Name, surname(s), 

 Type and number of the identity document. 

The process of certificate revocation will be described in detail in section 4.9. 



ATC TR 
Atos Trustcenter 

CPS Atos TrustedRoot Root CA 

Page  16 of 51 
Version:  02.00.00 
Release:14.01.2020 

  

 Classification: Public  
 

4 Certificate Life-Cycle Operational Requirements 

4.1 Certificate Application 

4.1.1 Application authorization 

The Atos TrustedRoot CA Service Manager has the authorization to request new system 
certificates for Atos TrustedRoot CA services. This includes CA and OCSP responder 
services. 

The formal certificate request shall be handed over in written form and documented in the 
key ceremony protocol. The following information shall be documented: 

 Why is the new key resp. certificate required? 

 Who shall be informed (customer, subscriber, Atos Trustcenter staff, Atos 
development staff, etc.)? 

4.1.2 Application responsibilities 

The certificate request process will be performed by person of Atos TrustedRoot CA and 
Atos Trustcenter roles: 

 Atos TrustedRoot CA Service Manager request formal new system keys and 
certificates; 

 Atos TrustedRoot CA Key Manager generate and manage new system keys; 

 Atos TrustedRoot System Administrators generate and manage new system 
certificates. 

4.1.3 Key generation process 

Two Atos TrustedRoot CA Key Manager (dual control principle) generate the new CA key(s) 
on the appropriate HSM. The following HSM are in use: 

 HSM of Atos TrustedRoot Root CA service; 

 HSM of Atos TrustedRoot Issuing CA services, 

The Key Manager have to  

 generate the new key(s) with key parameter compliant to this CPS document, 

 document the key generation,  

 backup the generated key(s) in the backup HSM and  

 archive the generated key(s) in the physically protected environment of the Atos 
TrustedRoot Root CA. 

The OCSP responder keys are generated by the OCSP responder automatically. 
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4.1.4 Application process 

Two Atos TrustedRoot CA System Administrator (dual control principle) request new system 
certificate(s) on the appropriate management system. The following management systems 
are in use: 

 Atos TrustedRoot Root CA certificate management system; 

 Atos TrustedRoot Issuing CA certificate management system; 

 Atos TrustedRoot OCSP management system. 

The System Administrator have to define the appropriate certificate parameter and generate 
the certificate signing request. 

4.2 Certificate Application Processing 

4.2.1 Identification and authentication procedure 

Not applicable. 

4.2.2 Acceptance or rejection of certificate application 

Not applicable. 

4.2.3 Deadlines for processing certificate applications 

Not applicable. 

4.3 Certificate Issuance 

4.3.1 Procedure for issuance of certificates 

Two Atos TrustedRoot CA System Administrator (dual control principle) issue new system 
certificate(s) on the appropriate certificate management system: 

 Atos TrustedRoot Root CA certificate management system is used for issuing of: 

o Atos TrustedRoot Root CA certificate, 

o Atos TrustedRoot Issuing CA certificates and  

o OCSP certificates of Atos TrustedRoot Root CA ; 

 Atos TrustedRoot Issuing CA certificate management system is used for issuing of: 

o OCSP certificates of Atos TrustedRoot Issuing CAs. 

Atos TrustedRoot Root CA certificate management system is operated in offline mode. 
Therefore, the System Administrators have to adjust the system time in advance of certificate 
issuance, issue the requested certificate and export the issued certificate into a file. 

4.3.2 Notification of the subscriber 

The Atos TrustedRoot CA Service Manager as the subscriber is supervising the certificate 
issuing process. There is no additional notification required. 

 

4.4 Certificate Acceptance 

4.4.1 Procedure of certificate handover 

Two Atos TrustedRoot CA System Administrator (dual control principle) install the new 
generated certificates on the appropriate management system: 

 Atos TrustedRoot Root CA certificate is generated on the own certificate 
management system and installation is not necessary; 
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 Atos TrustedRoot Issuing CA certificates will be installed on the Atos TrustedRoot 
Issuing CA certificate management system; 

 Atos TrustedRoot OCSP certificates will be installed automatically on the OCSP 
responder system. 

Afterwards the management systems have to be configured to operate properly. 

4.4.2 Procedure for certificate acceptance 

The Atos TrustedRoot CA Service Manager has supervised the key ceremony and certificate 
issuance process. This person has to check the issued certificate for correctness. 

The certificate acceptance process will be performed by person of Atos TrustedRoot CA and 
Atos Trustcenter roles: 

 Atos TrustedRoot CA Service Manager has supervised the key ceremony and 
certificate issuance processes and confirms the completeness and correctness of the 
process; 

 Atos Trustcenter Manager confirms afterwards the formal completeness and 
correctness of the key ceremony and certificate issuance; 

 An external auditor has supervised the key ceremony and certificate issuance 
process and confirms the completeness and correctness of the process in case of 
Atos TrustedRoot Root CA generation. 

If a new Atos TrustedRoot CA certificate was issued compliant to this CPS document then it 
will be handed over by the Atos TrustedRoot CA Service Manager to the application vendors 
for installation in the appropriate applicate Root CA stores.  

4.4.3 Publication of the certificate  

The issued Atos TrustedRoot CA certificates are published into Atos HTTP directory (see 
section 2.1). 

4.4.4 Notification of relying parties 

The issued Atos TrustedRoot CA certificates are published on the Atos Trustcenter web site 
(see section 2.2). 

4.5 Key Pair and Certificate Usage 

4.5.1 Use of the key pair and the certificate by the subscriber 

The Atos TrustedRoot CA Service Manager as the subscriber has delegated usage of the 
system keys and the certificates to Atos TrustedRoot CA System Administrator.  

The system administrator have the right to use the CA signing keys for issuing end-entity 
certificates according to CPS document of subordinated issuing CAs (see [14]). 

The system administrator have the right to use the OCSP signing keys for providing OCSP 
responses for all issued Atos TrustedRoot CA certificates. 

4.5.2 Use of the public key and the certificate by relying parties 

Relying parties can use the public keys and the certificates for checking of certificate 
reliability. Relying parties shall verify that the used end-entity certificate has a CA certificate 
chain which ends at a trusted Root CA certificate and that every certificate in the chain is 
neither expired nor revoked. 

4.6 Certificate Renewal 

Certificate renewal without re-keying is not allowed for CA and OCSP certificates. 
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4.7 Certificate Renewal with Re-Keying 

4.7.1 Conditions for certificate renewal 

A suitable time before expiration of the Atos TrustedRoot CA services certificates, Atos 
TrustedRoot CA will generate new CA-signing key pairs and will apply all necessary actions 
to avoid disruption to the operations of any entity that may rely on the Atos TrustedRoot CA 
services. The new CA keys will be generated and distributed in accordance with this policy. 

4.7.2 Authorization for certificate renewal 

The provisions in section 0 shall apply. 

4.7.3 Processing application for certificate renewal 

The provisions in sections 4.1 and 4.2 shall apply. 

4.7.4 Issuance of the new certificate 

The provisions in section 4.3 shall apply. 

4.7.5 Acceptance of the new certificate 

The provisions in section 4.4 shall apply. 

4.8 Certificate Modification 

Certificate modification without re-keying is not allowed. If any information given in the 
certificate is no longer valid then a new certificate with re-keying has to be issued. The 
provisions in section 4.7 shall be followed. 
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4.9 Certificate Revocation and Suspension 

4.9.1 Circumstances for Revocation 

Reasons for Revocation of CA and OCSP certificates are: 

 The subscriber requests revocation in written form; 

 The subscriber notifies the Atos TrustedRoot CA that the original certificate request 
was not authorized; 

 The Atos TrustedRoot CA obtains evidence that the private key was compromised or 
no longer complies with the requirements of section 6.1; 

 The Atos TrustedRoot CA obtains evidence that the certificate was misused; 

 The Atos TrustedRoot CA is made aware that the certificate was not issued in 
accordance with this CPS document; 

 The Atos TrustedRoot CA determines that any of the information appearing in the 
certificate is inaccurate or misleading; 

 The Atos TrustedRoot CA ceases operations for any reason and has not made 
arrangements for another CA to provide revocation support for the certificate; 

 The Atos TrustedRoot CA right to issue certificates under these policy expires or is 
revoked or terminated. 

Atos TrustedRoot CA shall consider the consequences and number of affected certificates if 
a CA certificate shall be revoked. 

4.9.2 Who can request Revocation 

The following person are authorized to request a certificate revocation of Atos TrustedRoot 
CA system certificates: 

 Atos Trustcenter Manager as the responsible person for all trust services in the Atos 
Trustcenter can request the revocation of one or more Atos TrustedRoot CA system 
certificates if a reason according section 4.9.1 is existent. 

 Atos TrustedRoot CA Service Manager as the subscriber of Atos TrustedRoot CA 
system certificates can request the revocation of one or more if a reason according 
section 4.9.1 is existent. 

The Trustcenter Manager and the TrustedRoot CA Service Manager are well known person 
in the Atos Trustcenter organization. 

4.9.3 Certificate revocation procedure 

The Atos TrustedRoot CA Service Manager has the authorization to request the revocation 
of Atos TrustedRoot CA service certificates. This includes CA and OCSP certificates. 

The formal certificate request shall be handed over in written form and documented in the 
certificate revocation protocol. The following information shall be documented: 

 Why is the certificate revocation required? 

 Who shall be informed (customer, subscriber, Atos Trustcenter staff, Atos 
development staff, etc.)? 
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The certificate revocation process will be performed by person of Atos TrustedRoot CA and 
Atos Trustcenter roles: 

 Atos TrustedRoot CA Service Manager request formal certificate revocation; 

 Atos TrustedRoot System Administrators revokes the certificates; 

 Atos TrustedRoot CA Key Manager deletes the appropriate system keys. 

Two Atos TrustedRoot CA System Administrator (dual control principle) revoke the system 
certificate(s) on the appropriate management system: 

 Atos TrustedRoot Root CA/OCSP certificates on the Root CA certificate management 
system; 

 Atos TrustedRoot Issuing CA/OCSP certificates on the Issuing CA certificate 
management system. 

Two Atos TrustedRoot CA Key Manager have to delete the appropriate system key(s) on the 
HSM, the backup HSM and in the archive, and document the key deletion. 

The Atos TrustedRoot CA Service Manager has to supervise the certificate revocation and 
key deletion processes and confirms the completeness and correctness of the process in the 
system certificate revocation protocol. 

4.9.4 Revocation Request Grace Period 

Certificate revocation shall be requested as soon as possible if one or more reasons 
according to section 4.9.1 is existent. 

4.9.5 Time within which CA Must Process the Revocation Request  

Atos TrustedRoot CA shall process the revocation request for CA certificates within 7 days 
after receiving the revocation request. 

The certificate revocation information shall be promptly published after processing. 

4.9.6 Checking certificate status by relying parties 

Relying parties, who rely on Atos TrustedRoot CA certificates, have the obligation to validate 
the certificate status. The validation can be done using the OCSP responder service or via 
CRL examination. 

4.9.7 Publication frequency for CRLs 

Provisions are defined in section 2.3. 

4.9.8 Maximum latency time for CRLs 

The CRL of Atos TrustedRoot Root CA shall be rebuild and published immediately after 
revocation of an issued CA certificate. 

4.9.9 Online availability of revocation information 

The OCSP responder service is publicly available 24 hours per day, 7 days per week. Upon 
system failure or other factors, which are not under the control of Atos Trustcenter, the Atos 
Trustcenter applies best endeavours to ensure that this information service is not unavailable 
for longer than 1 working day. 

4.9.10 Provisions for online revocation status verification 

OCSP status requests shall be compliant with RFC 6960 [3]. OCSP status responses are 
digitally signed by the OCSP responder service. The URL of the OCSP responder service is 
included in the issued CA certificates (see section 7.1). 
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4.9.11 Other means for certificate revocation information 

Certificate revocation information of Atos TrustedRoot Root CA is published on Atos 
Trustcenter web site. The web site is publicly available and the issued CRL can be 
downloaded by relying parties. 

4.9.12 Requirements in the case of compromised private keys 

If a private key is compromised then this key shall not be used any more. The issuance of a 
new certificate with re-keying shall be started as soon as possible according to section 4.7. 
Atos Trustcenter shall inform the concerned certificate holder and the relying parties on the 
Trustcenter web site about the key compromise and the key and certificate renewal. 

4.9.13 Reasons for certificate suspension 

Suspension of Atos TrustedRoot CA and OCSP certificates is not allowed. 

4.9.14 Authorization for certificate suspension 

Not relevant. 

4.9.15 Certificate suspension process 

Not relevant. 

4.9.16 Maximum certificate suspension time period 

Not relevant. 

4.10 Certificate Status Services 

4.10.1 Operation of the certificate status service 

The Atos Trustcenter provides certificate revocation information in form of CRLs and OCSP 
responses. The HTTP directory and the OCSP responder services mentioned in section 2.1 
are used for this purposes. 

The integrity and authenticity of the certificate status information is protected: CRLs and 
OCSP-responses are electronically signed. 

Revocation status information includes information on the status of certificates at least until 
the certificate expires. 

4.10.2 Availability of the certificate status service 

The HTTP directory and the OCSP responder services are publicly available 24 hours per 
day, 7 days per week. Upon system failure or other factors, which are not under the control 
of Atos Trustcenter, the Atos Trustcenter applies best endeavours to ensure that this 
information service is not unavailable for longer than 1 working day. 

4.11 End of Subscription 

If a subscriber leaves his role then a successor shall be determined. The existing system 
certificates will be handed over to the new subscriber. Certificate renewal process is not 
required. 

4.12 Key Escrow and Recovery 

The private keys of Atos TrustedRoot CAs are kept secret. Backups of these keys are only 
used in case of disaster recovery. The number of duplicate subject’s private keys will not 
exceed the minimum needed to ensure the continuity of the service. 

Backups of OCSP Keys are not created. In case of data lost new OCSP keys have to be 
generated. 
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5 Facility, Management, and Operational Controls 

Atos has implemented an Information Security Management System (ISMS) based upon and 
certified regarding ISO 27001. The security of the Atos TrustedRoot CAs are embedded in 
this Atos-wide ISMS. This means that safeguards from the Atos-wide ISMS e.g. regarding 
securing facility and Security-Management are also effective for the Atos TrustedRoot CAs. 

5.1 Physical Controls 

Physical access to facilities concerned with certificate generation, subject device preparation, 
and revocation management services is limited to authorized person only. 

The risks are assessed to assure continuing business of a potential disaster to its critical 
business activities. Business continuity plans are developed to provide protection against the 
loss of as-sets (hardware, software and information). These plans ensure that possible 
disasters that pose unacceptable risk are adequately covered by a fully documented and 
tested plan, such that business impact is minimized and disrupted activities can be resumed 
as quickly as possible. To ensure that the Atos TrustedRoot CA infrastructure components 
continue to deliver IT services, line managers are responsible for maintaining the 
infrastructure and implementing a business continuity plan if a disaster prevents the normal 
delivery of service. Business continue-ty plans are capable of delivering the availability 
requirements stated in this CPS and are tested and audited regularly. 

To avoid compromise or theft of information and information processing facilities the 
following controls have been implemented: (1) physical access control and (2) equipment 
protection against physical and environmental threats. 

The facilities concerned with certificate generation and revocation management are operated 
in physically protected environments. The services are protected against compromise 
against unauthorized access to systems or data. 

Any persons entering this physically secured environments shall not be left for any significant 
period without oversight by an authorized person. 

Physical protection is achieved through the creation of clearly defined physical barriers 
around the certificate generation, subject device preparation and revocation management 
services. The access to the security perimeter is limited to authorized personnel. 

Physical and environmental security controls are implemented to protect the facility housing 
system resources, the system resources themselves, and the facilities used to support their 
operation. A physical and environmental security policy for systems concerned with 
certificate generation, subject device preparation and revocation management services is 
defined, which addresses the physical access control, natural disaster protection, fire safety 
factors, failure of supporting utilities (e.g. power, telecommunications), structure collapse, 
plumbing leaks, protection against theft, breaking and entering, and disaster recovery. 

Controls are implemented to protect against equipment, information, media and software 
relating to the CA services being taken off-site without authorization. 

Atos Trustcenter ensures that the Atos TrustedRoot CA systems are secure and correctly 
operated, with minimal risk of failure. 

Media used for operating of Atos TrustedRoot CAs are securely handled to protect them 
against damage, theft and unauthorized access. 
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5.2 Procedural Controls 

5.2.1 ISMS 

To ensure that the administrative and management procedures are adequate and 
correspond to recognized standards, Atos TrustedRoot Root CA has implemented the Atos 
Information Security Management System (ISMS), which supports the security requirements 
of this CPS and conforms to the ISO 27001 Standard. 

The information security infrastructure necessary to manage the security within the Atos 
TrustedRoot CA is implemented according to the ISO 27001 standard and maintained at all 
times. Any changes that will impact on the level of security provided are approved by the 
Atos TrustedRoot CA management forum. 

The security controls and operating procedures for Atos TrustedRoot CA facilities, systems 
and information assets providing the certification services are documented, implemented and 
maintained according to the plan, do, check act cycle of the Atos ISMS. 

The Atos TrustedRoot CA ensures that the security of information shall be maintained when 
the responsibility for CA functions has been outsourced to another organization or entity. 

5.2.2 Risk assessment 

Atos TrustedRoot CA carries out a risk assessment to evaluate business risks and determine 
the necessary security requirements and operational procedures. The risk analysis is 
regularly reviewed and revised if necessary. 

5.2.3 Security operations 

The security operations of the Atos TrustedRoot CA are integrated into the Atos Security 
Management. This is separated from normal operations and include: 

 Operational procedures and responsibilities; 

 Secure systems planning and acceptance; 

 Protection from malicious software; 

 Housekeeping; 

 Network management; 

 Active monitoring of audit journals, event analysis and follow-up; 

 Media handling and security; 

 Data and software exchange. 

5.2.4 Responsibilities 

Atos TrustedRoot CA is responsible for all aspects of the provision of certification services. 
Responsibilities of third parties are clearly defined by the Atos TrustedRoot CA and 
appropriate arrangements are made to ensure that third parties are bound to implement any 
controls required by the Atos TrustedRoot CA. The Atos TrustedRoot CA retains 
responsibility for the disclosure of relevant practices of all parties. 

The Atos TrustedRoot CA management provides direction on information security through a 
high level steering forum that is responsible for defining the CA's information security policy 
approach (represented by this CPS and substantiating documents) and ensures publication 
and communication of relevant information to all employees who are impacted. 

Media management procedures are installed to protect against obsolescence and 
deterioration of media within the period of time that records are required to be retained. 



ATC TR 
Atos Trustcenter 

CPS Atos TrustedRoot Root CA 

Page  25 of 51 
Version:  02.00.00 
Release:14.01.2020 

  

 Classification: Public  
 

5.2.5 Role concept 

Security roles and responsibilities, as specified in Atos TrustedRoot CA security concept [13], 
are documented in job descriptions. Trusted roles, on which the security of the Atos 
TrustedRoot CA’s operation is dependent, are clearly defined. 

All procedures follow a documented role-concept, for all trusted and administrative roles that 
impact on the provision of certification services. 

Higher-level roles: 

 Atos Trustcenter Manager: Overall responsibility for all trust services operated by 
Atos Trustcenter. 

 Atos Security Officer: Overall responsibility for administering the implementation of 
the security practices. 

 Atos Privacy Officer: Overall responsibility for administering the implementation of the 
privacy practices. 

Administrative roles: 

 Atos TrustedRoot CA Service Manager: Overall responsibility for Atos TrustedRoot 
CA trust services. 

Operative roles: 

 Registration Officer: review of certificate requests concerning correctness and 
completeness; archiving of documents if required; approval/rejection of certificate 
requests. 

 HSM Administrator: management of the HSM appliances including device 
management and user management. 

 Key Manager: management of HSM keys including generation, backup, recovery and 
deletion. 

 System & Network Administrators: management of it systems necessary to provide 
the trust services including installation, configuration and maintenance without access 
to HSM keys. 

 System Operator: operating the trustworthy systems on a day-to-day basis including 
monitoring, configuration and system backup and recovery. 

5.2.6 Authorization 

The certificate management system access is limited to properly authorized individuals.  

Operation procedures are in place to ensure the effective administration of user (this includes 
operators, administrators and any users given direct access to the system) access to 
maintain system security, including user account management, auditing and timely 
modification or removal of access. 

Procedures are in place to ensure that access to information and application system 
functions are restricted in accordance with the Atos ISMS and that the certificate 
management system provides sufficient computer security controls for the separation of 
trusted roles, including the separation of security administrator and operation functions. 
Particularly, use of system utility programs is restricted and tightly controlled. Access shall be 
restricted only allowing access to resources as necessary for carrying out the role(s) 
allocated to a user. 
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5.3 Personnel Controls 

5.3.1 Requirements for qualification, experience and reliability 

The Atos TrustedRoot CA ensures that personnel and hiring practices enhance and support 
the trustworthiness of the certificate management operations. 

 Security responsibilities are addressed prior to employment in adequate job 
descriptions and in terms and conditions of employment. 

 All candidates for employment are adequately screened. 

 Employees are aware of their security roles and responsibilities. 

 The number of personnel authorized to carry out certificate service key pair 
generation, backup, storage and recovery of keys is kept to a minimum 

 Employees are made aware of their responsibilities for maintaining effective access 
controls, particularly regarding the use of passwords and the security of equipment. 

Personnel are employed who possess experience and training in the electronic signature 
technology and who are familiar with security procedures, information security and risk 
assessment and who can carry out management functions in these areas. 

The Atos TrustedRoot CA employs a sufficient number of personnel which possess the 
expert knowledge, experience and qualifications necessary for the offered services through 
formal training and actual experience. 

Atos personnel in charge of operating the certificate services (both temporary and 
permanent) have job descriptions defined from the view point of separation of duties and 
least privilege, determining position sensitivity based on the duties and access levels, 
background screening and employee training and awareness. 

Atos TrustedRoot CA does not appoint to trusted roles or management any person who is 
known to have a conviction for a serious crime or other offence which affects his/her 
suitability for the position. Personnel do not have access to the trusted functions until all 
necessary checks are completed. 

5.3.2 Appointment to roles 

Atos personnel responsible for the Atos TrustedRoot CA's operation are formally appointed 
to trusted roles by senior management responsible for security. 

5.3.3 Accountability 

Atos TrustedRoot CA personnel are held accountable for their activities, by retaining event 
logs. 

5.3.4 Conflicting of interests 

All Atos personnel in trusted roles are free from conflicting interests that might prejudice the 
impartiality of the Atos TrustedRoot CA operations. 

5.3.5 Training 

Personnel exercise administrative and management procedures and processes that are in 
line with the Atos TrustedRoot CA's information security management procedures. These 
procedures and controls are in line with the ISO 27001 standard. 

5.3.6 Disciplinary sanctions 

In the event of a breach the Atos ISMS disciplinary action may be taken. Such action will 
vary from a verbal warning (with or without a note in the personnel file) up to and including 
termination. The severity of the incident shall govern the severity of the action taken. 
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5.4 Audit Logging Procedure 

Atos TrustedRoot CA ensures that all certificates, revocation lists and relevant information 
concerning certificates lifecycle, key management and certificate management events are 
recorded for a period of: the corresponding certificates validity, plus seven years, until the 
next end-of-year. Contractual agreements (like certificate request forms) are stored in 
accordance to local legislation. 

Log files are protected using an access control mechanism.  

Records concerning certificates are made available if required for the purposes of providing 
evidence of certification for the purpose of legal proceedings. The subject, and within the 
constraints of data protection requirements the subscriber, will have necessary access to 
registration and other information relating to the subject. 

The precise time of significant CA environmental, key management and certificate 
management events are recorded using a time synchronization protocol. 

Events are protected from unauthorized deletion and destruction using an access control 
mechanism.  

All events relating to registration including requests for certificate re-keying are logged. 

All registration information including the following are recorded: 

 Document(s) presented by the applicant to support registration; 

 Record of unique identification data, numbers, or a combination thereof (e.g. 
applicant's driver license number) of identification documents; 

 Storage location of copies of applications and identification documents, including the 
signed Subscriber Agreement; 

 Any specific choices in the Subscriber Agreement (e.g. consent to publication of 
certificate); 

 Identity of entity accepting the application; 

 Method used to validate identification documents, if any; 

 Name of receiving CA and/or submitting Registration Authority, if applicable. 

All events relating to the life-cycle of CA keys are logged. 

All events relating to the life-cycle of certificates are logged. 

All events relating to the life cycle of keys managed by the Atos TrustedRoot CA, including 
any subject keys generated by the Atos TrustedRoot CA are logged. 

All requests and reports relating to revocation, as well as the resulting action, are logged. 

Audit processes are invoked at system start up, and cease only at system shutdown. 

Audit logs are monitored and reviewed regularly to identify evidence of malicious activity. 

5.5 Records Archival 

Records concerning certificates are completely and confidentially archived using proper 
access control mechanisms. Only administrative staff has access to the records and is 
responsible for: 

 Protection against modification of the archive 

 Protection against deletion of the archive 

 Protection against the deterioration of the media on which the archive is stored 
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 Protection against obsolescence of hardware, operating systems, and other software 

 Archive backup procedures 

 Procedures to obtain and verify archive information 

Records concerning certificates are held for a defined period of time, see section 5.4. 

5.6 Key Changeover 

CA key generation follows a documented process and happens in a controlled environment 
and under controlled circumstances. A suitable time before expiration of its CA signing keys, 
the Atos TrustedRoot CA generate new certificate-signing key pairs and apply all necessary 
actions to avoid disruption to the operations of any entity that may rely on the CA keys. The 
new CA keys are generated and distributed in accordance with this CPS. 

5.7 Compromise and Disaster Recovery 

5.7.1 Investigation of Incidents 

Within 24 hours after disclosure of an incident the Atos TrustedRoot CA will investigate the 
facts and circumstances related to the incident. The findings will be documented in a 
preliminary incident report and provided to the person who has reported the incident. 

Subscriber will be informed in a proper way if their certificates are affected. 

The Atos TrustedRoot CA will review the facts and circumstances of the incident. The Atos 
TrustedRoot CA will work together with the subscriber to decide if issued certificate(s) have 
to be revoked, and if so, a date which the Atos TrustedRoot CA will revoke the certificate(s). 

5.7.2 Business Continuity Plan 

A business continuity plan is defined and maintained to take effect in case of a disaster. 

Adequate backup procedures are provided to ensure that system software, application 
software and application data can be recovered following a system or media failure. Backup 
files are stored at a sufficient distance from the main location, and are given an appropriate 
level of physical protection, consistent with the physical security of the IT-system. The 
backup and restore processes are regularly tested. 

Backup and restore functions are performed by staff in trusted roles (see section 5.3). 

The business continuity plan addresses the compromise or suspected compromise of the 
Atos TrustedRoot CA private CA signing keys. Following a disaster, the Atos TrustedRoot 
CA will, where practical, take steps to avoid repetition of a disaster. 

 

 

In the case of a key compromise, the Atos TrustedRoot CA will as a minimum provide the 
following under-takings: 

 Inform all subscribers and other entities, who have subscriber agreements or other 
form of established relations with Atos TrustedRoot CA, about the compromise. In 
addition, this information shall be made available to relying parties. 

 Indicate that certificates and revocation status information issued using the 
compromised key may no longer be valid. 

Should any of the algorithms, or associated parameters, used by the Atos TrustedRoot CA 
certificate services or its subscribers become insufficient for its remaining intended usage 
then the Atos TrustedRoot CA will: 
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 Inform about the weakness: all subscribers and other entities, who have subscriber 
agreements or other form of established relations with Atos TrustedRoot CA. In 
addition, this information shall be made available to relying parties. 

 Revoke any affected certificate after a reasonable period. 

5.8 Termination of Service 

The following provisions shall be met in the termination process of Atos TrustedRoot CA 
services: 

 Handover of obligations, tasks and documentation: 

Atos TrustedRoot CA will perform necessary undertakings to transfer obligations for 
maintaining registration information, revocation status information and event log 
archives (see section 5.5) for their respective period of time as indicated in this CPS 
to the subscriber and relying party. This CPS will be binding in case of the transfer of 
obligations to other parties, including the revocation status for unexpired certificates 
that have been issued. 

The concepts and documentation of the Atos TrustedRoot CA services will be 
archived by the Atos TrustedRoot CA. The archived data concerning created 
certificates will be preserved for the legally required time period. The documents can 
be requested for inspection in authorized cases. 

 Informational obligations 

Atos TrustedRoot CA will inform the following about the planned termination:  
all subscribers and other entities who have agreements or other form of established 
relations with Atos TrustedRoot CA. In addition, this information will be made 
available to relying parties. 

 Termination process 

If the operation of Atos TrustedRoot CA services cannot be transferred to another 
TSP then all valid certificates of the Atos TrustedRoot Root CA and its subordinated 
services will be revoked. The last task of each CA will be the generation of complete 
certificate revocation lists (CRL). The certificates of Atos TrustedRoot CA services as 
well as the complete CRL of this service will be published on the web site of Atos 
TrustedRoot CA. 

 Coordinated demolition: 

The private keys of Atos TrustedRoot Root CA as well as the private keys of the 
subordinated services will be destroyed. This includes also the deletion of all key 
backups. Afterwards, it will not be possible to create any certificate by Atos 
TrustedRoot CA. 
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6 Technical Security Controls 

6.1 Key Pair Generation and Installation 

6.1.1 Generation of key pairs 

CA key generation follows a documented process and happens in a controlled environment, 
under controlled circumstances and in a physically secured environment (see section 5.1) by 
personnel in trusted roles (see section 5.3) under dual control.  

The procedure is logged and is record by video. An additional report is signed by the trusted 
role responsible for the security of Atos TrustedRoot CA key generation.  

For Root CA key generation this report is also be signed by a trustworthy person 
independent of the Atos TrustedRoot CA (e.g. Notary, auditor) as witness that the report 
correctly records the key management ceremony. 

CA key generation is carried out within a hardware security module which meets the 
requirements identified in FIPS PUB 140-2 level 3. 

Atos TrustedRoot CA ensures that CA keys are generated under controlled circumstances. 

6.1.2 Delivery of private keys to subscribers 

The private keys of CAs are generated under control of the CA certificate subscriber. 
Handover of the CA private key is not necessary. 

6.1.3 Delivery of public keys to the TSP 

The certificate management system has authorized access to the hardware security module 
with the appropriate CA public key. External handover of the CA public key is not necessary. 

6.1.4 Delivery of public CA keys to relying parties 

The CA public keys are made available to relying parties as part of the appropriate CA 
certificates. The fingerprint of the certificates can be verified on the Atos TrustedRoot CA 
web site. 

6.1.5 Key Length 

CA key length is defined according to ETSI TS 119312 [11]. 

Table 6: CA Key Length 

Key algorithm Key Length Usage until 

RSA 2 2048 Bit 2022 

RSA 3 4096 Bit 2022 and longer 

ECC 256 Bit (NIST P-256) 2022 and longer 
 

The key length definition apply in equivalent manner to the OCSP responder signing keys. 

 

 

6.1.6 Determining the key parameters and quality control 

CA and OCSP certificates are issued on the basis of keys that comply with [11] in its latest 
applicable version. The signature schema are defined in section 7.1. 

                                                
2
 RSA key pairs are generated with public key OID rsaEncryption. 

3
 RSA key pairs are generated with public key OID rsaEncryption. 
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6.1.7 Key Uses 

The private key of Atos TrustedRoot Root CA service is used to sign CA certificates, OCSP 
certificates and certificate revocation lists. 

The private keys of all subordinated CA services are used to sign end-entity certificates, 
OCSP certificates and certificate revocation lists. 

The CA signing keys used for signing certificates and/or certificate revocation lists are not 
used for any other purpose. 

The CA signing keys are only used within physically secure premises. 

6.2 Private Key Protection 

6.2.1 Standard of Cryptographic Modules 

The Atos TrustedRoot CA services private signing keys are stored and used within secure 
cryptographic modules which meet the requirements identified in FIPS PUB 140-2 level 3. 

Atos TrustedRoot CA ensures the security of cryptographic devices throughout its lifecycle. 
In particular the Atos TrustedRoot CA ensures that: 

 Certificate and revocation status information signing cryptographic hardware is not 
tampered during shipment. 

 Certificate and revocation status information signing cryptographic hardware is not 
tampered while stored. 

 The installation, activation, backup and recovery of the Atos TrustedRoot CA services 
signing keys in cryptographic hardware is done under simultaneous control of two 
trusted employees, following the documented process in the role concept. 

 Certificate and revocation status information signing cryptographic hardware is 
functioning correctly. 

 Certificate and revocation services private signing keys stored on cryptographic 
modules are destroyed upon device retirement. 

6.2.2 Multi-person access protection for private keys (n of m) 

Only staff members with HSM Key Manager Role have access to Atos TrustedRoot CA 
cryptographic keys. Access control using dual control is in place to ensure that the key 
management processes cannot be execute by only one person. 

6.2.3 Depositing private keys (key escrow) 

Key escrow of Atos TrustedRoot CA private signing keys is not allowed. 

6.2.4 Backup of private keys 

The Atos TrustedRoot CA private keys are backed up into an additional backup HSM. The 
private keys shall not be permanently stored on files in the operational environment. 

The key backup processes are only performed by personnel in trusted roles using dual 
control. 

6.2.5 Archiving of private keys 

The Atos TrustedRoot CA private keys may be held outside the hardware security modules 
for archival purposes.  

In this case the keys are encrypted using a strong symmetric key algorithm. The same level 
of protection is ensured as provided by the hardware security module. 
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The Atos TrustedRoot Root CA service signing keys are archived in a lockable safe in the 
physically protected environment of the Atos TrustedRoot Root CA. 

The key Archive and recovery processes are only performed by personnel in trusted roles 
using dual control. 

6.2.6 Transfer of private keys to or from hardware security modules 

Transfer of cryptographic keys to or from HSM is only for backup, archive and recovery 
processes allowed. The cryptographic keys shall not be stored permanently either outside 
the physically secured environment of Atos TrustedRoot Root CA or the HSM(s).  

Backup of cryptographic keys on USB sticks is possible, if the stick is stored in a locked safe 
in the physically secured environment of Atos TrustedRoot Root CA. 

6.2.7 Storage of private keys in hardware security modules 

Storage of cryptographic keys outside the HSM is only for backup and recovery processes 
allowed. The cryptographic keys shall be stored in a lockable safe in the physically secured 
environment of Atos TrustedRoot CA service. 

6.2.8 Activation of private keys 

The staff members of HSM Key Manager create the cryptographic keys of Atos TrustedRoot 
CA and activate theses keys in the appropriate application systems: 

 Key of Atos TrustedRoot Root CA service in the Root CA system; 

 Keys of Atos TrustedRoot Issuing CA services in the Issuing CA system; 

 Keys of Atos TrustedRoot OCSP responder services in the OCSP responder system. 

The activation data is stored permanently in the appropriate application systems. 

6.2.9 Deactivation of private keys 

The staff members of HSM Key Manager can deactivate the cryptographic keys in the 
application systems. 

6.2.10 Destruction of private keys 

All copies of the Atos TrustedRoot CA service private signing keys are destroyed or put 
beyond use at the end of their life cycle. 

6.3 Other Aspects of Key Pair Management 

6.3.1 Archiving of public keys 

The generated public keys are stored and archived as part of the certificate (see section 2.1). 

6.3.2 Validity periods of certificates and key pairs 

The validity of the certificates depend on the certificate type and is shown in the certificate. 
The validity of the assign key pair shall have the same value like the validity of the certificate. 

Table 7: CA validity period 

Service CA Certificate Validity 
Period 

OCSP responder 
Certificate Validity 
Period  

Atos TrustedRoot Root CA Max. 20 years 3 month, but not longer 
than the validity of the 
issuing CA certificate 

Atos TrustedRoot Client CA Max. 10 years, but not 14 days, but not longer 
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Service CA Certificate Validity 
Period 

OCSP responder 
Certificate Validity 
Period  

Atos TrustedRoot Server CA longer than the validity of 
the issuing Root CA 
certificate 

than the validity of the 
issuing CA certificate 

Atos TrustedRoot CodeSign CA 

Atos TrustedRoot TimeStamp CA 

 

6.4 Activation Data 

The installation, activation, backup and recovery of the Atos TrustedRoot CA services 
signing keys in hardware security modules are under simultaneous control of two trusted 
employees, following the role concept. 

6.5 Computer Security Controls 

6.5.1 Technical security requirements for computer systems 

The integrity of the Atos TrustedRoot CA systems and information is protected against 
viruses, malicious and unauthorized software.  

All files on the Atos TrustedRoot CA systems are scanned for viruses on a regular basis. 

All new software and data files, especially if these files are coming from an unknown or non-
trusted source (like the Internet), or unprotected devices such as USB keys or external disk 
drives, are scanned for viruses before use.  

Prior to distributing any data file to a third party, the files are scanned for viruses. 

6.5.2 Authentication of personnel 

Atos TrustedRoot CA personnel must be successfully identified and authenticated with multi-
factor authentication before using critical applications related to certificate management. 

6.5.3 Assessment of computer security 

The computer systems used for operation of the Atos TrustedRoot CA services are reviewed 
on a regular base (see [13]). The main topics for review are: 

 System monitoring of (1) infrastructure parameters, (2) application services and 
parameters, (3) application log files, 

 Vulnerability scans and penetration tests to detect publicly known weaknesses in the 
implementation of Atos TrustedRoot CA services. 

 

6.5.4 Reporting 

Security incidents must be reported to Atos TrustedRoot CA management. Atos TrustedRoot 
CA management is responsible for taking action to resolve incidents. All staff members are 
made aware of the procedures for reporting security incidents. 

If a virus is detected and cannot be cleaned automatically by the virus protection software, 
the local support organization is immediately informed. 

Security weaknesses must be reported to Atos TrustedRoot CA management. Atos 
TrustedRoot CA management is responsible for evaluating the security risk and taking action 
if required and must be aware of the procedures for reporting security incidents. 
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6.5.5 Asset inventory 

To maintain appropriate protection of assets, all major assets are be inventoried (hardware 
and software) and have a nominated owner (hardware, software and information). 

To ensure that information receives an appropriate level of protection, information is 
classified according to Atos’s classification standard to realize the appropriate level of 
protection. 

Upon creation of information, the creator of that information is responsible for immediate 
classification. The owner of information is responsible for correct classification and should 
review the classification in line with Atos document control procedures at least annually to 
check if it is still correct. 

6.5.6 Media protection 

Access restrictions to media are in place to prevent access from unauthorized personnel. 

The distribution of data is kept to a minimum. 

When equipment and media containing sensitive information are disposed of, the process 
ensures that the information cannot be retrieved afterwards. 

6.5.7 Monitoring 

Certificate generation: Continuous monitoring and alarm facilities are provided to enable Atos 
TrustedRoot CA to detect, register and react in a timely manner upon any unauthorized 
and/or irregular attempts to issue certificates. 

Revocation management: Continuous monitoring and alarm facilities are provided to enable 
Atos TrustedRoot CA to detect, register and react in a timely manner upon any unauthorized 
and/or irregular attempts to revoke certificates.  

Revocation status application: Continuous monitoring and alarm facilities are provided to 
enable Atos TrustedRoot CA to detect, register and react in a timely manner upon any 
unauthorized and/or irregular attempts to modify revocation status information. 

6.6 Life Cycle Technical Controls 

6.6.1 Security measures during development and update 

An analysis of security requirements is carried out at the design and requirements 
specification phase of any development project undertaken by the Atos TrustedRoot CA to 
ensure that security is built by-design into IT systems. 

Change control procedures exist for releases, modifications and emergency software fixes 
for any operational software. 

6.6.2 Security measures during operation 

Atos TrustedRoot CA uses trustworthy systems and products that are protected against 
modification (see section 6.5). 

Hardware security modules for key generation, storage and usage are trustworthy systems 
as described in section 6.2. Other systems are hardened according to best practices and 
protected against modification. 

All media is handled securely in accordance with requirements of the information 
classification scheme (see section 6.5). Media containing sensitive data is securely disposed 
of if no longer required. 

Sensitive data is protected against being revealed through re-used storage objects (e.g. 
deleted files being accessible to unauthorized users). 
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Capacity demands are monitored and projections of future capacity requirements made to 
ensure that adequate processing power and storage are available. 

6.7 Network Security Controls 

Atos TrustedRoot CA ensures that CA system access is limited to properly authorized 
individuals. 

Firewalls are implemented to protect Atos TrustedRoot CA's internal network domains from 
external network domains accessible by third parties. 

Sensitive data is protected against unauthorized access or modification. Sensitive data is 
protected using encryption and integrity protection when exchanged over networks which are 
not secure. 

Atos TrustedRoot CA ensures that local network components (e.g. routers) are kept in a 
physically secure environment and their configurations periodically audited for compliance. 

6.8 Time-Stamping 

Atos TrustedRoot CA ensures that the technical systems operated to provide trusted 
services are time synchronized properly. 

The Atos TrustedRoot Root CA certificate management system is time synchronized 
manually by a system administrator in advance of each certificate or CRL issuance. 

The Atos TrustedRoot Issuing CA certificate management system as well as the Atos 
TrustedRoot OCSP Responder system are time synchronized automatically with the Atos 
NTP service.  
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7 Certificate, CRL, and OCSP Profiles 

7.1 Certificate Profile 

Atos TrustedRoot CA issues certificates according to RFC 5280 [2]. 

7.1.1 Version Number(s) 

Atos TrustedRoot CA issues X.509 certificates version 3 according to RFC 5280 [2]. 

7.1.2 Certificate Extensions 

Atos TrustedRoot CA issues publicly-trusted certificates with extensions according to RFC 
5280 [2]. The standard version 1 attributes are not mentioned here. The following version 3 
extensions shall be used: 

Table 8: Certificate extensions for system certificates 

Extension Atos 
TrustedRoot 
Root CA 

Atos 
TrustedRoot 
Client CA 

Atos 
TrustedRoot 
Server CA 

Atos 
TrustedRoot 
CodeSign CA 

Atos 
TrustedRoot 
TimeStamp 
CA 

Atos 
TrustedRoot 
OCSP 

Authority Key 
Identifier 

M M M M M M 

Subject Key 
Identifier 

M M M M M O 

Certificate 
Policies 

M M M M M M 

Authority Info 
Access 

-- M M M M -- 

CRL 
Distribution 
Point 

-- M M M M -- 

ocsp-no-
check 

-- -- -- -- -- M 

Key Usage; 
critical 

keyCertSign 
crlSign 

keyCertSign 
crlSign 

keyCertSign 
crlSign 

keyCertSign 
crlSign 

keyCertSign 
crlSign 

digitalSign-
ature 

Extended Key 
Usage 

-- OCSPSigning 
ClientAuth 
EmailProt. 
efsCrypto 

efsRecovery 
smartcard-

Logon 

OCSPSigning 
ClientAuth 
ServerAuth 

OCSPSigning 
codeSigning 

OCSPSigning 
time-

Stamping 

OCSPSigning 

Basic 
Constraints; 
critical 

CA=true CA=true 
PL=0 

CA=true 
PL=0 

CA=true 
PL=0 

CA=true 
PL=0 

CA=False 

 

Remarks to notation: 

M Mandatory extension 
O Optional extension 
-- Extension shall not be used 
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7.1.3 Algorithm Object Identifiers (OID) 

Atos TrustedRoot CA issues certificates with signature algorithm rsa-sha384 or ecdsa-
sha384. This depends from the type of the public key which shall be certified. 

Table 9: Signature algorithm for certificates 

Key 
algorithm 

Signature algorithm Parameters and Remarks OID 

RSA 2048 
bit 

rsa-sha256 SHA-256 hash value, PKCS#1 v1.5 
Padding, RSA encryption 

1.2.840.113549.1.1.11 

RSA 4096 
bit 

rsa-sha384 SHA-384 hash value, PKCS#1 v1.5 
Padding, RSA encryption 

1.2.840.113549.1.1.12 

ECC 384 bit ecdsa-sha384 SHA2-384 for ECC P-384 keys 1.2.840.10045.4.3.3 
 

7.1.4 Name Forms 

The allowed subject names are defined in section 3.1. 

The Atos TrustedRoot CA ensures that over the life time of a CA a subject distinguished 
name, which has been used in a certificate, is not re-assigned to another entity. The subject 
distinguish names in the context of a dedicated CA are unique. 

7.1.5 Name Constraints 

The allowed names are defined in section 3.1. 

The certificate extension "Name Constraints" shall not be used. 

7.1.6 Certificate Policy Object Identifier (OID) 

Certificates issued under this policy include in the extension certificate policy. The extension 
certificate policies contains the appropriate Atos policy identifier which reflects the practices 
and procedures undertaken by that CA. 

 Each CA certificate includes the appropriate CA policy as defined in section 1.2 which 
reflects the practises and procedures undertaken by that dedicated CA. 

 Each OCSP certificate includes the CA policy of its issuing CA. 

Table 10: Certificate Policies for system certificates 

CA/OCSP Certificate CA Policy 

Atos TrustedRoot Root CA Atos TrustedRoot Root CA Policy 

Atos TrustedRoot Root OCSP 

Atos TrustedRoot Client CA Atos TrustedRoot Client CA Policy 
Atos TrustedRoot Client CA MB Policy 

Atos TrustedRoot Client OCSP Atos TrustedRoot Client CA Policy 

Atos TrustedRoot Server CA Atos TrustedRoot Server CA Policy 

Atos TrustedRoot Server OCSP 

Atos TrustedRoot CodeSign CA Atos TrustedRoot CodeSign CA Policy 

Atos TrustedRoot CodeSign OCSP 

Atos TrustedRoot TimeStamp CA Atos TrustedRoot TimeStamp CA Policy 
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CA/OCSP Certificate CA Policy 

Atos TrustedRoot TimeStamp OCSP 

7.1.7 Usage of Policy Constraints Extension 

The certificate extensions "Policy Mappings", "Policy Constraints" and "Inhibit Any Policy" 
shall not be used. 

7.1.8 Policy Qualifiers Syntax and Semantics 

Atos TrustedRoot Ca issues system certificates with the following policy qualifier. 

Table 11: Policy Qualifier for Atos TrustedRoot CA certificates 

Attribute Explanation Value 

Policy URL  URL of Atos TrustedRoot CA https://pki.atos.net/Download  

 

7.1.9 Processing Semantics for the Critical Certificate Policies Extension 

The certificate extension "Certificate Policies" shall net be set critical. 

7.2 CRL Profile 

Atos TrustedRoot ensures that certificates are revoked in a timely manner based on 
authorized and validated certificate revocation requests. Requirements concerning the 
identification and authentication for revocation requests are described in section 3.4. 
Certificate Revocation Lists (CRLs) are published according to the provisions made in 
section 2.3. 

7.2.1 Version Number(s) 

Atos TrustedRoot CA generates certificate revocation lists version 2 according to RFC 5280 
[2] for all operated CA services. 

7.2.2 CRL and CRL Entry Extensions 

Atos TrustedRoot CA generates certificate revocation lists (CRL) for all operated CA 
services. The CRLs shall include information about all revoked certificates as long as not 
expired.  

The following extensions shall be used according to RFC 5280: 

Table 12: CRL extensions 

Extension Explanation 

Authority Key Identifier Hash value of the public issuer key 

CRL Number Number of the (final) certificate revocation list 
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7.3 OCSP Profile 

7.3.1 Version Number(s) 

The OCSP responder service of Atos TrustedRoot CA issues OCSP responses version 1 
according to RFC 6960 [3] for all issued certificates. 

7.3.2 OCSP Extensions 

The OCSP responder services of Atos TrustedRoot CA is operated as "Authorized 
Responder" according to RFC 6960 [3]. 

7.3.3 Other provisions 

OCSP responses are signed with a signature schema which uses SHA1. 

The OCSP responder service will not respond with a “good” status on certificates which have 
not been issued by Atos TrustedRoot CA. 
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8 Compliance Audit and Other Assessments 

8.1 Frequency and Circumstances of Assessment 

Atos TrustedRoot CA claims conformance to the present document as applied in the issued 
certificates. Atos TrustedRoot CA has assessments of conformance to the identified 
certificate policy by a competent independent party. 

Atos TrustedRoot CA compliance is checked on a regular basis and whenever major 
changes are made to the Atos TrustedRoot CA operations. 

8.2 Identity and Qualifications of Assessor 

The compliance is assessed by a qualified and independent external party. 

8.3 Assessor's Relationship to Assessed Entity 

Atos TrustedRoot CA assures that there is no relationship between the assessor and the 
Atos TrustedRoot CA which may affect the needed independency of the assessor. 

8.4 Topics Covered by Assessment 

Compliance audits are conducted to meet the requirements that are stated in this CPS. 

Atos TrustedRoot CA conforms to the current version of the Baseline Requirements (BR) for 
the Issuance and Management of Publicly-Trusted Certificates published by CA/Browser 
Forum [6]. In the event of any inconsistency between this CPS document and the 
requirements BR document, the BR requirements take precedence over this CPS document. 

8.5 Actions Taken as a Result of Deficiency 

If Atos TrustedRoot CA is shown to be non-conformant in a way that significantly affects the 
ability of the CA to meet the objectives identified in the present document, then it will cease 
issuing certificates using the identifiers in section 1.2 until it has demonstrated or been 
assessed as conformant, otherwise the Atos TrustedRoot CA will take steps to remedy the 
non-conformance within a reasonable time period. 

8.6 Communications of Results 

The results of the assessment are made available to subscribers and relying parties on 
request. 
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9 Other Business and Legal Matters 

9.1 Fees 

The fees of the certificates that are issued by the Atos TrustedRoot CA are listed in separate 
documents for each customer. These documents are restricted to the dedicated customer. 

9.2 Financial Responsibility 

The Atos TrustedRoot CA ensures that its organization is reliable. In particular: 

 The Atos TrustedRoot CA is part of Atos Information Technology GmbH, which is a 
legal entity according to German law. 

 The Atos TrustedRoot CA as part of the Atos Information Technology GmbH has 
adequate arrangements to cover liabilities arising from its operations and/or activities. 

 The Atos TrustedRoot CA as part of Atos Information Technology GmbH has the 
financial stability and resources required to operate in conformity with this policy. 

The parts of the Atos TrustedRoot CA concerned with certificate generation and revocation 
management are independent of other organizations for its decisions relating to the 
establishing, provisioning and maintaining and suspending of services in conformance with 
the applicable certificate policies.  

In particular its senior executive, senior staff and staff in trusted roles, are free from any 
commercial, financial and other conflicts which might adversely influence trust in the services 
it provides. 

9.3 Confidentiality of Business Information 

9.3.1 Scope of Confidential Information 

The following information is identified as confidential data: 

 Registration data, 

 CA and subjects private keys, 

 Current and archived records concerning certificate management, 

 Personal identifiable information. 

9.3.2 Information Not Within the Scope of Confidential Information 

Information that are considered to be outside the scope of confidential information are: 

 Information included in certificates, 

 Revocation status. 

9.3.3 Responsibility to Protect Confidential Information 

Confidential information is not shared with third parties, except if: 

 Personal information requested by the affected person, 

 Requested by court order, 

 Other legal authorization. 

Parties with which confidential information is shared have to secure it from compromise, and 
refrain from using it or disclosing it to third parties. 
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9.4 Privacy of Personal Information 

Atos TrustedRoot CA ensures compliance with legal requirements. In particular: 

 Atos TrustedRoot CA ensures it meets all applicable legal requirements (including 
GDPR) for protecting records from loss, destruction and falsification.  

 The contracting parties shall observe the applicable data protection regulations and 
shall ensure that their employees likewise undertake to observe these obligations. 

 Atos TrustedRoot CA ensures that the requirements of the EU General Data 
Protection Regulation (GDPR) as well as the appropriate national law BDSG-2018 
are met. 

 Appropriate technical and organizational measures are taken against unauthorized or 
unlawful processing of personal data and against accidental loss or destruction of, or 
damage to, personal data as described in GDPR Article 32. 

 The information that users contribute to the Atos TrustedRoot CA are completely 
protected from disclosure without the user's agreement, a court order or other legal 
authorization. 

 The Atos TrustedRoot CA ensures that privacy of subject information is maintained. 

9.5 Intellectual Property rights 

Atos Information Technology GmbH owns or has licensed the intellectual property rights on 
all the components of the Atos TrustedRoot CA infrastructure and this CPS. 

9.6 Representations and Warranties 

9.6.1 CA Representations and Warranties 

The obligations of Atos TrustedRoot CA shall comply with the provision in the relevant ETSI 
and CABF norms [4], [5] and [6]. In particular, Atos TrustedRoot CA has the obligation to 
provide revocation information about issued certificates. The revocation information will be 
provided at least until the certificate is expired. 

Atos TrustedRoot CA informs the CABF body and the Atos information security office about 
every security incident and every loss of integrity within 24 hours. If the incident can have an 
on certificate holder, these persons will be informed in suitable manner. 

9.6.2 RA Representations and Warranties 

The registration tasks for Atos TrustedRoot CA are performed by Atos TrustedRoot CA itself. 
There is no additional organization for registration purposes.  

9.6.3 Subscriber Representations and Warranties 

The rights and obligations of subscriber shall comply with the provisions in the relevant ETSI 
and CABF norms [4], [5] and [6] as well as with the provisions in the administrative 
agreements between Atos TrustedRoot CA and them. The subscriber are obligated to make 
true declarations regarding their own person in the registration process. 

In the case of CA and OCSP system keys and certificates: 

The subscriber install their keys in hardware security modules (HSM) and generate 
their certificates within the certificate management system (CMS). The operation of 
these systems (HSM, CMS) is delegated to system administrators. The system 
administrators are obligated to use the system keys and certificates according to the 
intended purposes. The subscriber waive their right to revoke their own certificates. 
This right will be delegated to Atos TrustedRoot CA Service Manager. 
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9.6.4 Relying Party Representations and Warranties 

Relying parties, who rely on Atos TrustedRoot CA certificates, have the obligation to validate 
the certificates status. The validation can be done 

 Either via online certificate status validation using the appropriate OCSP responder 
service 

 Or via download of the CRL and offline status validation. 

Invalid certificates shall not be used. 

Relying parties shall consider the restrictions for the usage of the cryptographic keys. The 
restriction are included in the certificate in the extensions "Key Usage" and if existing 
"Extended Key Usage" (see section 7.1). 

Relying parties shall consider the restrictions for the usage of the certificates. The restrictions 
are defined in section 1.4. 

Relying parties shall inform Atos TrustedRoot CA in case of suspicion of or really detected 
misuse of issued certificates. The contact addresses defined in section 1.5.2 shall be used. 

9.6.5 Representations and Warranties of Other Participants 

No stipulation. 

9.7 Disclaimers of Warranties 

See the General Terms and Conditions for Services of Atos Information Technology GmbH 
(see section 2.2). 

9.8 Limitations of Liability 

See the General Terms and Conditions for Services of Atos Information Technology GmbH 
(see section 2.2). 

9.9 Indemnities 

See the General Terms and Conditions for Services of Atos Information Technology GmbH 
(see section 2.2). 

9.10 Term and Termination 

The Atos TrustedRoot CA is entitled to make changes to the CPS. The CPS remains valid 
until the actual CPS is declared invalid or a new CPS is communicated on the Atos 
TrustedRoot CA website. A new CPS will be applicable 30 days after publication on the 
website. The Atos TrustedRoot CA management is entitled to declare a new CPS as 
immediately valid if changes are required to ensure the proper functioning of the Atos 
TrustedRoot CA. 

9.10.1 Term 

The Atos TrustedRoot CA is entitled to make changes to the CPS document. A new CPS 
document will be applicable 30 days after publication on the Atos TrustedRoot CA web site.  

The Atos TrustedRoot CA management is entitled to declare a new CPS as immediately 
valid if changes are required to ensure the proper functioning of the Atos TrustedRoot CA. 

9.10.2 Termination 

The CPS document remains valid until the actual CPS document is declared invalid or a new 
CPS document is communicated on the Atos TrustedRoot CA web site. 
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9.10.3 Effect of Termination and Survival 

In the case, the validity of this CPS document ends; it is not allowed to issue any new 
certificate according to this policy. 

9.11 Individual Notices and Communications with Participants 

The Atos TrustedRoot CA accepts communication in written form or digitally signed emails. 
The Atos TrustedRoot CA will send a signed email acknowledgement of receipt within 10 
working days.  

Written communication should be send to the postal address given in section 1.5.2. 

Emails should be send to the email address given in section 1.5.2. 

9.12 Amendments 

9.12.1 Procedure for Amendment 

The CPS document can be changed by the Atos TrustedRoot CA. After the change, the new 
CPS document is identified by a new version number and release date. 

9.12.2 Notification Mechanism and Period 

If there relevant changes in the CPS document then Atos TrustedRoot CA will inform the 
subscriber via the appropriate subscriber agreement. Only subscriber of newly issued 
certificates are concerned. 

If there are changes which lead to revocation of IssuerDN certificates then the concerned 
subscriber will be informed in a proper way. This case might happen if there is an evidence 
that a used cryptographic algorithm was broken. 

The new CPS document in written form replaces all preceding CPS documents. Verbally 
announcements are not foreseen. 

9.12.3 Circumstances under which OID must be changed 

The document OID will be changed, if the scope of the CPS document regarding the trust 
services will be changed. 

9.13 Dispute Resolution Provisions 

See the General Terms and Conditions for Services of Atos Information Technology GmbH 
(see section 2.2). 

9.14 Governing Law 

See the General Terms and Conditions for Services of Atos Information Technology GmbH 
(see section 2.2). 

9.15 Compliance with Applicable Law 

See the General Terms and Conditions for Services of Atos Information Technology GmbH 
(see section 2.2). 

9.16 Other Provisions 

Policies and procedures under which the Atos TrustedRoot CA operates are non-
discriminatory. 

The Atos TrustedRoot CA makes its services accessible to all applicants whose activities fall 
within its declared field of operation. 

The Atos TrustedRoot CA has a properly documented agreement and contractual 
relationship in place where the provisioning of services involves subcontracting, outsourcing 
or other third party arrangements. 
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The parts of the Atos TrustedRoot CA concerned with certificate generation and revocation 
management have a structure that safeguards impartiality of operations as documented in 
this CPS. 
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10 Abbreviations and Terms  

10.1 Abbreviations 

BDSG Privacy Law of Federal Republic of Germany (Bundesdatenschutzgesetz) 

C Country 

CA Certificate Authority 

CAB Conformity Assessment Body 

CABF CA/Browser Forum 

CAR Conformity Assessment Report 

CC Common Criteria (ISO/IEC 15408) 

CCADB Common CA Database 

CERTSN Certificate Serial Number 

CMS Certificate Management System 

CN Common Name 

CP Certificate Policy 

CPS Certification Practice Statements 

CRL Certificate Revocation List 

CSP Certification Service Provider 

DN  Distinguished Name 

DNS Domain Name Service 

DSGVO Datenschutzgrundverordnung (GDPR) 

DVCP Domain Validation Certificate Policy 

EAL Evaluation Assurance Level 

EE End Entity 

EN European Norm 

ETSI European Telecommunications Standard Institute 

EU European Union 

FQDN Fully Qualified Domain Name 

GDPR General Data Protection Regulation 

HSM Hardware Security Module 

HTTP Hyper Text Transfer Protocol 

HW Hardware 

ID Identification 

IDN Internationalized Domain Name 

IETF Internet Engineering Task Force 

IT Information Technology 



ATC TR 
Atos Trustcenter 

CPS Atos TrustedRoot Root CA 

Page  47 of 51 
Version:  02.00.00 
Release:14.01.2020 

  

 Classification: Public  
 

ITSEC Information Technology Security Evaluation Criteria 

LAN Local Area Network 

LCP Lightweight Certificate Policy 

LDAP Lightweight Directory Access Protocol 

NCP Normalized Certificate Policy 

NCP+ Extended Normalized Certificate Policy 

Nonce Number used once 

NTP Network Time Protocol 

O Organization 

OCSP Online Certificate Status Protocol 

OID Object Identifier 

OU Organizational Unit 

OVCP Organizational Validation Certificate Policy 

PC Personal Computer 

PDS PKI Disclosure Statement 

PEN Private Enterprise Number 

PIN Personal Identification Number 

PKCS Public Key Cryptography Standards 

PKI Public Key Infrastructure 

PN Pseudonym 

PSE Personal Security Environment 

PTB Physical-Technical Federal Agency Braunschweig (Physikalisch-technische 
Bundesanstalt Braunschweig) 

PUK Personal Unblocking Key 

RA Registration Authority 

RFC Request for Comments - Internet Standards der IETF 

RSA Asymmetric cryptographic algorithm developed by Rivest, Shamir and 
Adleman 

SHA Secure Hash Algorithm 

SW Software 

TC Trustcenter 

TSP Trust Service Provider 

URL Unified Resource Locator 

UTC Universal Time Coordinated 

WAN Wide Area Network 

X.509 ITU-Standard for certificates and CRL's 
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10.2 Terms 

Attribute Information bound to an entity that specifies a characteristic of an 
entity, such as a group member-ship or a role, or other information 
associated with that entity. 

Certificate Electronic data structure for binding a public key together with 
certificate holder information based on cryptographic algorithms like 
electronic hash and electronic signature. 

Certificate Policy The term „Certificate Policy“ comprises rules and guidelines for the 
usability of the managed certificates The term Certificate Policy is 
defined in RFC 3647. Amongst other information a Certificate Policy 
shall define, 

 Requirements for creation of keys and certificates in application, 
issuing and publication processes, 

 Requirements for usage of certificates, keys and if appropriate 
signature creation devices, 

 Meaning of certificates.  
Certification Practice 
Statements 

Certification Practice Statements (CPS) - statements of the 
practices that a Certificate Authority employs in application, issuing, 
managing, revoking, and renewing certificates. The term Certificate 
Practice Statements is defined in RFC 3647. The CPS document 
defines guidelines for the operation of a Certificate Authority. 

EE Certificate End Entity Certificate 

Electronic Signature Electronic data attached to or logically associated with application 
electronic data for attestation of integrity by a trusted body. 

Extended Normalized 
Certificate Policy 

Normalized certificate policy according [5] requiring use of a secure 
cryptographic device for storage and usage of private keys 

Lightweight 
Certificate Policy 

Certificate policy, which offers a quality of service less onerous than 
the normalized certificate policy as defined in [5] 

Lightweight Directory 
Access Protocol 

Application protocol for querying and modifying directory services 
running over TCP/IP. 

Normalized 
Certificate Policy 

Normalized certificate policy according [5] 

Online Certificate 
Status Protocol 

Internet protocol used for obtaining the revocation status of an 
X.509 digital certificate. 

Relying Party Recipient of a certificate who acts in reliance on that certificate 
and/or digital signatures verified using that certificate. 

Subject Entity identified in a certificate as the holder of the private key 
associated with the public key given in the certificate. 

Subscriber Entity subscribing with a Certification Authority on behalf of one or 
more subjects. The subject and the subscriber may be the same 
entity. 

Trust Service 
Provider 

Trust Service Provider means a natural or a legal person who 
provides one or more trust services either as a qualified or as a 
non-qualified trust service provider. 
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11 Information to the Document 

11.1 Document History 

Version Date Section/Page Reason 

1.2 01.10.2010 All Creation 

1.2.1 24.11.2010  Small changes 

1.3 16.03.2011 All Finalizing 

1.3.1 04.04.2011  Small changes 

1.3.2 04.05.2011 2.3, 5.9 Corrections after audit 

1.4 16.12.2011 All Changed company name to Atos 

1.4.1 02.02.2012 4.2 Added IDN check 

1.5 01.03.2012 2.1 Changed Policy Identifier 

1.6 17.06.2013 All Added DVCP and OVCP, Added CAB Req,  

Changed CA names to Atos 

1.7 29.10.2013 4.2 Update clause 77 

1.7.1 05.11.2013 4.2 Update clause 75/76 

1.8 05.04.2016 All Changes regarding mailbox certificates 

1.8.1 30.06.2017 6.3 Changes in Personnel controls 

1.8.2 19.08.2017 4.2 Update clause 7,57,60,77 and 256 

1.8.3 30.01.2018 4.4, 7.1, 9.5 Update clause 87,194 and 266 

1.9.0 31.05.2018 5.12 Change to ESTI EN 319 411-1; Update clause 1, 7, 9, 79, 

107, 108, 160, 134, 171, 194, 235, 239, 259 

1.9.1 31.10.2018 4.2, 5.1, 5.6, 
10.4 

Change to DSGVO; Update clause 77, 92, 114, 281, 283, 

284 

1.9.2 25.10.2019 2.1 

3.2 

Identifier added for mailbox certificates; Test websites 

provision to developers 

2.0.0 14.01.2020 All Separation of CPS for Root CA 
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